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SUBJECT : Guidelines on online application for digital signature

Electronic signatures are legally recognized as equivalents of wet ink/physical signatures. An
electronic signature may be any distinctive mark that is electronically affixed to an electronic
document to represent one’s identity. No registration is needed since any mark of choice may
be electronically affixed to electronic documents.

Digital signatures are a type/subset of electronic signatures that are more secure because
they are asymmetrically encrypted using a hash function through private and public keys. In
the Philippines, the Root Certification Authority that grants digital signature certificates is the
Philippine National Public Key Infrastructure (PNPKI).

The following is the process to apply for a PNPKI digital signature online:

STEP 1: Visit the PNPKI website

e Enter https://dict.gov.ph/pnpki/ in your web browser.
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Philippine National Public Key Infrastructure
(PNPKI)

Public Key Infrastricture (PKI) allows users of public networks like the Internet to exchangs privata data securaly.
PHKIis essentially a set of hardware, software, palicies, personne! and procedures needed to create, manage,
distribute, use, store and revoke digial certificates. Tha PKI is one of the core services being offerad by the

Overview
Department of Information and Communications Technology (DICT) that will foster trust in the government by

Philippine National Public Key Infrastructure

ensuring secure and reliable anline transactions

Ml government oniine applications stand to benefit from the use of the PKI, uttimately improving the delivery of
Hon to avail government services to cilizens, Al the hieart of the PKI Is the coneept of digital certificates. These certificates are

" vary small fles that can ba stored on your computer, an ordinary flash drive or USB token. Through the use of
Individual Certificate o " RO
ceriificates fssued and digitally signed by a Certificate Autharity (CA), the PKI authenticates the data source and
ensures data had not been tampered with in transit. PKI can alsa be usad to sncrypt data such as smail or oniing
Agency Certificate ransactions.
5L Centificats If your agency uses email of has enline with other agencies or the publie, or If your

‘acency plans to do so. then vou need PKI. Amona the aoolications that use PKI are:

U.P. Diliman Data Protection Office L/GF, Phivolcs Bldg., C.P. Garcia Ave. Diliman, Quezon City 1101



e Select the Individual Certificate or go to this link https://dict.gov.ph/pnpki-individual-
certificate/.
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Philippine National Public Key Infrastructure
(PNPKI)

Public Key Infrastructure (PKI) allows users of public networks ike the Infernet to exchange private data securely.
PKl is essentially a set of hardware, software, policies, parsonne! and procedures needsd to create, manage,

distribute, use, store and revoke digital cerfificates. The PKI is one of the cora services being offered by the
erview . 0
Department of Information and Communications Technology (DICT) that will Toster trust in the government by
@ ensuring secure and reliable online transactions.

All govemment online applications stand to benefit from the use of the PK, uitimately improving the delivery of
Haw to avail government services to citizens. Al the heart of the PKl is the concept of digital cerificates, These cerlificates are

= . = wvery small files that can b stored on your computer, an ordinary flash drive or USB token. Through the use of
Iniviauial Certificats cerificates issued and digitally signed by a Certificale Autharity (CA), the PKI authenticates the data source and
. ensures data had not been tampered with in transit. PKI can also be used to encrypt data such as emall or online
Agency Ceriificate transactions
S5L Certificate If your agency uses email communication or has online fransactions with ofher agencies or the public, or if your

agency plans to do so, then you need PKI, Among the applications thal use PKI are:

Philippine Mational Public Key Infrastructure

Policies
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STEP 2: Download the Application Form

link.

e Download the Application Form thru PNPKI website or thru this

& © & npe/dictgowph/ongk = 2 o no® =

@ Geting Started () UPD Privscy Fortsl @ Msintasming Prvacy an

GOVPH  Homs  AnourUs ~  Serviess lssusnces - Resourss - Caresrs  Comiactus [+)

PNPKI - Individual Certificate

For Subseribers, RAs shall that the identity is verified by prior with the following

Philippine National Public Key Infrastructure
1. Duly accompfely
2. Personal appearance of the applicant;
3, Birth Certificate or valid Philippine Passport. (Photecopy)
FAQs 4.1 passport size photo taken within the last six {8) monihs
5. Unifiad Mutti-Purposa Identification (UMID) compliant card. {Photocopy)

How to avail
(In the absance of UMID-compliant card, ANY TWO of the following cards are allowed as valid IDs based on BSP
Individual Cartificate Circular 608 series of 2008)

« Passport

 Driver's Licanse

« Professional Regulation Commission (PRC) ID

» National Bureau of Investigation (NBI) Clearance

‘Agency Certificate

SSL Certificate
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Caution on choice of PDF reader:

Most PDF readers may be used to apply for and use digital signatures. However,
users are cautioned against using Adobe Acrobat Reader. Under the pretext that
some staff and students in UP Diliman used Adobe Acrobat Reader, Adobe Systems
Incorporated previously aggressively attempted to audit all machines in UP Diliman,
which would have compromised UP Diliman’s Information Security. The National
Privacy Commission issued NPC Advisory Opinion No. 2019-015 which, among
others, led Adobe to cease and desist from insisting auditing all UP Diliman

machines.’

STEP 3: Fill-out the Application Form

e Completely fill-out the form using a PDF reader.
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Instructions

1. Ploase fill he form in BLOCK LETTERS GMEY.

2 Tk o ke with &n Astér 2K [°).

3. Prasert one (1) copy and the criginal Socurees 1o our Regleiraicn
Authority o vertlication ard atectation
4. Any infamatian that i ot variied shall not ba inclided in cerilicates.
5. Any dissrepany or ncansisiency in the fom will 2ad 1o delay andlor
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¢ Fill out the Declaration Page containing the date and place of application, and name
of applicant. Filling up these items will also automatically fill out the a portion of the
Subscriber’s Obligations
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6. DECLARATION
1 hereby agres that | have read and understond the pIouisisasatbe-subsskbarsiqigement; that all informalion provided and documants
submitied in relation ta this appication Is jPEna correct fo tha bast af my knowledge: thal Tamduly authorized to maks this application:
that | consant to the subseriber agreamatagd will abide by the same; that | accept the publigzsdh of my certificate information
lauthorize and sxpressly gwe consent to the Natonal PRI Intough RS aUionzed representativels) o verity my personal information trom
whalevet source if deems appropriate,
oae: [ ] paco: [ ] nemaotappicars [ ]
Signatusre:
7. CHECKLIST OF DOCUMENTS TO BE SUBMITTED ALONG WITH THE APPLICATION
v Prasqgffhe If. original documents with pholocapy “’{? Fiegistration Autharly for vesilication and atlestation

Required Documents:

Birth certificate ssued by PSA OR valid Passpart
Alien Certificate of Registrabion (ACR| card for florsigners
Unified Multi-purpose Identification Card (UMID) Compliant Card

In the absence of UMID-compliant card, any two (2) of the following cards are allowed 2s valid ID's

Driver's License
Protessional Regulation Commission (PRC) 1D
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¥ Combine Fites
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B Compress POF

A Fiidsign

T Send for Review

L https://www.privacy.gov.ph/wp-

content/files/attachments/advopn/2019/v1[Redacted]%20Advisory%200pinion%20N0.%202019-015.pdf
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9.0 CP and CPS Information B eporeor v
The digital certificate contains information provided by the subscriber, which is at icated by the RA in d: B2 Editior

with the requirements set out in the CA CP and CPS, available for viewing and downlead at dict.gov.ph/pnpki/,
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Do not affix the signature yet.
Save the file as PDF.
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APPLICATION FOR DIGITAL CERTIFICATE E‘a
‘Appiication ID Numbr {For Oficial Use anly) I :
Instructions:
ey

1. Please fill the form in BLOCK LETTERS ONLY.
2. All fields are mandaton

2 il LS 3. Present one (1) copy and the original documents o our Registration
) Authorily for verification and attestation.
Properties.. CuisD 4. Any information that is not varified shall not be included in certificates,
5. Any discrepancy or inconsistency in the form will lsad to delay andior
& erint Clri+p rejection.
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View All Recent Files ] il il |
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Prepare the following supporting documents and required information:
o Birth certificate or valid Philippine passport (photocopy);
o One (1) passport size photo taken within the last six months;
o Unified Multi-Purpose Identification (UMID) compliant card (photocopy). In the
absence of a UMID-compliant card, ANY TWO of the cards allowed by BSP
Circular No. 608, series of 2008 may be used.

You may refer to this list valid identification cards at https://dict.gov.ph/pnpki-
individual-certificate/

o Phone number (mobile and/or landline);

o Email address owned by the individual or authorized by the owner for use by
the subscriber;

o Latest copy of a bill containing the address of the applicant where the PIN,
which will be used to activate a digital certificate, shall be mailed; and

o Consent to verify and share the information submitted.
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STEP 4: Submit the Application Form

e Send the Application Form to info.pnpki@dict.gov.ph with the scanned copy of the
supporting documents.

STEP 5: Verification and Affixing Signature

o |If verified completely, the DICT PNPKI Team will schedule a video conference call for
identity verification and presentation of original supporting documents.

o Affix the signature on the Application Form (pages 4 and 2) during the video
conference call.

pication-Form-filable-v2#4 4 gof - Adobe Acrobat Reader DC - 8 X
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6. DECLARATION
| hereby agree that | have read and understood the provisions of the Subscriber 's Agreement; that all information provided and decuments
submitted in relation to this application is true and correct to the best of my knowledge; that | am duly authorized to make this applicafion;
that | consant to the subscriber agreement and will abide by the same; that | accept the publication of my certificate information +
| authorize and expressly give consent to the National PKi through its authorized representative(s) to verity my personal information from
whatever source it deems appropriate.
‘ « &
Date: [ ] Placa: [ ] Name of Applicant: [ ] 6]
fin
Vignature =
Appbcation-Form: k- 2A4-4ad! - Adobe AcTobat Reader DK a
Individual-C % @ sign In
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DE IA0ie Il 1@ USer Nas ol respecied Mis ooigaucns Menuonea In e LFS ana in inis agreement. e
© 7.0 Term and Termination
B
& This agreement shall terminate upon e
a) The expiry date of any Digital Certificate issued to the Subscriber B
b} Any failure to comply with any of the subscriber obligations mentioned in this Subscriber Agreement B
8.0 Effect of termination
Upaon termination of this Subscriber Agreement for any reason, PNPKI may revoke the Subscriber's Digital Certificate in
accordance with PNPKI revocation procedures =]
9.0 CP and CPS Information
The digital certificate contains information provided by the subscriber, which is authenticated by the RA in accordance
1 with the requirements set out in the CA CP and CPS, available for viewing and download at dict.gov.ph/pnpki/, « &
0
Date: I I Place: I I Name of Applicant; : )
/4
Vﬁignalur&:
(Please sign in the presence of an administering officer)
£

e Submit the signed Application Form to info.pnpki@dict.gov.ph.

STEP 6: Receive the Digital Certificate

e After 2 or 3 business days, an email will be received containing the digital certificate
download credentials.
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Resources

For further information, please read the following resources:

DICT offers PNPKI to gov'’t offices
https://dict.gov.ph/dict-offers-pnpki-to-govt-offices/

Frequently Asked Questions — PNPKI
https://dict.gov.ph/frequently-asked-questions-pnpki%EF%BB%BF/

PNPKI| — Manuals
https://dict.gov.ph/pnpki-manuals/

Department Circular: Philippine National Public Key |nfrastructure (PNPKI) Certificate Policy
Version 2.0
https://dict.gov.ph/department-circular-philippine-national-public-key-infrastructure-pnpki-

certificate-policy-version-2-0/

PNPKI Online Application Process Walkthrough Video
https://youtu.be/iygppS2xy6Y

(Sgd.) Elson Manahan
Data Protection Officer



