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Electronic signatures are legally recognized as equivalents of wet ink/physical signatures. An
electronic signature may be any distinctive mark that is electronically affixed to an electronic
document to represent one’s identity. No registration is needed since any mark of choice may
be electronically affixed to electronic documents.

Digital signatures are a type/subset of electronic signatures that are more secure because
they are asymmetrically encrypted using a hash function through private and public keys. In
the Philippines, the Root Certification Authority that grants digital signature certificates is the
Philippine National Public Key Infrastructure (PNPKI).

The following is the process to apply for a PNPKI digital signature online:

STEP 1: Visit the PNPKI website

o Enter https://dict.gov.ph/pnpki/ in your web browser.

Philippine National Public Key Infrastructure
(PNPKI)

Public Key Infrastructure (PKI) allows users of public networks like the Internet to exchange private data securely.

Philippine National Public Key Infrastructure PKI is essentially a set of hardware, software, policies, personnel and procedures needed to create, manage,

m distribute, use, store and revoke digital certificates. The PKI is one of the core services being offerad by the
Department of Information and Communications Technology (DICT) that willfoster trust in the government by
ensuring secure and reliable online transactions.
FAQs
Al government online applications stand to benefit from the use of the PKI, ultimately improving the delivery of
How to avail government services to citizens. At the heart of the PKI is the concept of digital certificates. These certificates are
very small iles that can be stored on your computer, an ordinary flash drive or USB token. Through the use of
Individual Certificate
cerificates issued and digitally signed by a Certificate Authority (CA), the PKI authenticates the data source and
ensures data had not been tampered with in transit. PKI can also be used to encrypt data such as email or online
Agency Certificate transactions.
SSL Certificate If your agency uses email communication or has online transactions with other agencies or the public, or if your

aaencv olans to do so. then vou need PKI. Amona the aoplications that use PKI are:
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¢ Select the Individual Certificate or go to this link https://dict.gov.ph/pnpki-individual-
certificate/.
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Philippine National Public Key Infrastructure
(PNPKI)

Public Key Infrastructure (PKI) allows users of public networks like the Internet to exchange private data securely.

Phiippine National Public Key Infrastructure PKl s essentially a set of hardware, software, policies, personnel and procedures needed to create, manage,

distribute, use, store and revoke digital certificates. The PKI is one of the core services being offered by the

Overvi

Department of Information and Communications Technology (DICT) that will foster trust in the government by
ensuring secure and reliable online transactions.

All government online applications stand to benefit from the use of the PKI, ultimately improving the delivery of
How to avail government services to citizens. At the heart of the PKI is the concept of digital certificates. These cerificates are
very small files that can be stored on your computer, an ordinary flash drive or USB token. Through the use of

Individual Certficate certificates issued and digitally signed by a Certificate Authority (CA), the PKI authenticates the data source and

ensures data had not been tampered with in transit. PKI can also be used to encrypt data such as email or online
Agency Certiicate transactions.
SSL Certificate If your agency uses email communication or has online transactions with other agencies or the public, or if your

agency plans to do so, then you need PKI. Among the applications that use PKI are:
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STEP 2: Download the Application Form

¢ Download the Application Form thru PNPKI website or thru this link.

B PNPKI- In
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PNPKI - Individual Certificate

For Subscribers, RAs shall ensure thal the identily information is verified by prior compliance with the following:
Philippine Mational Public Key Infrastructure

1. Duly accomphely

2. Personal appearance of the applicant;

3. Birth Certificate or valid Philippine Passport. (Photocopy)

4. 1 passpot size photo taken within the last six (6) months

5. Unified Multi-Purpose Identification (UMID) compliant card. {Photocopy)

Haow to avail
(In the absence of UMID-compliant card, ANY TWO of the following cards are allowed as valid IDs based on BSP
Individual Certificate Circular 608 series of 2008)

« Passport

« Driver's License

« Professional Regulation Commission (PRC) ID

« National Bureau of Invesfigation (NBI) Clearance

Agency Certificate

SSL Certificate


https://dict.gov.ph/pnpki-individual-certificate/
https://dict.gov.ph/pnpki-individual-certificate/
http://dict.gov.ph/wp-content/uploads/2020/02/PNPKI-Individual-Certificate-Application-Form-fillable-v2.4-4.pdf

DPO Advisory: Online Application for Digital Signature

Caution on choice of PDF reader:

Most PDF readers may be used to apply for and use digital signatures. However,
users are cautioned against using Adobe Acrobat Reader. Under the pretext that
some staff and students in UP Diliman used Adobe Acrobat Reader, Adobe Systems
Incorporated previously aggressively attempted to audit all machines in UP Diliman,
which would have compromised UP Diliman’s Information Security. The National
Privacy Commission issued NPC Advisory Opinion No. 2019-015 which, among
others, led Adobe to cease and desist from insisting auditing all UP Diliman
machines.!

STEP 3: Fill-out the Application Form

o Completely fill-out the form using a PDF reader.
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o Fill out the Declaration Page containing the date and place of application, and name
of applicant. Filling up these items will also automatically fill out the a portion of the
Subscriber’s Obligations
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v Presagyfhe 1. original th photocopy 10 ogs Authority for verification and atiestation
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Required Documents:

Birth certificate issued by PSA OR valid Passport

Alien Certificate of Registration (ACR) card for foreigners.
Unified Multi-purpose Identification Card (UMID) Compliant Card

In the absence of UMID-compliant card, any two (2) of the following cards are allowed as valid ID's

Driver's License
Professional Regulation Commission (PRC) ID
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Do not affix the signature yet.
Save the file as PDF.

o) et Aopi
I ot vien wndow ben

pdf - Adobe Acrobat Reader DC - 8 x

£ open a0 ® A signin
) o
@ 11 R BDOO@ wm- K P
) save cul+s £ son ® m Clase
) =
Save as Text... L Diemmlilill, =
Zie PHILIPPINE NATIONAL PKI §
APPLICATION FOR DIGITAL CERTIFICATE Ez’
Appication ID Humber (For Offcial Use only) [
Instructions:
1 Plesse il e o 1 BLOGK LETTERS ONLY. ]
T 2. Al fields are mandatory.
o - 3. Prasant one (1) copy and the original documents to our Registration o
N Authority for verification and alestation.
raperties. Cl+D 4. Any information that is not verified shall not be included in certificates.
5. Any discrepancy or inconsistency in the form willlead to delay andor 2
B eint cul-p rejection.
1 C..\PNPKI-Individual-...-Form-fillable. pdf 0
2 Caus ecords-Management-Nates,pdf JECERTEICATE EPAGE ECERTECE IYPE S METHOD o ACTRATION|
i ) . o[ | sining 2] | useTomen
ER A-Practice-Guide.pdf 28] | Authontcation 38[ | Oniire Downivag
4 C..NISO-IEC-27701-201 ion-Management.pdf 4. APPLICANT'S DETAILS
5 C:AUsers\..\NPC Privacy Tool Kit.pdf 44 Last Hama 4B First Name I 46 Migdie Hame: J (‘_FHS";';R Extanson
View All Recent Fles... [ 1l 1T IIT I
E G ; Fé F Natonall 4G D B
Exit Application [ TC T Al l ahm I b " JI—, l [nn'Mw.\,'.vwsm m—ﬂ—l %
T [ IEEET || ]
wassto || [ T ormann || [Tormvare ] T
o || ™ i
40 Organization | Agercy | Comgary___| | |
4P Crgarizaticral Unit  Dpariment  Division [ |

Prepare the following supporting documents and required information:
o Birth certificate or valid Philippine passport (photocopy);
o One (1) passport size photo taken within the last six months;
o Unified Multi-Purpose Identification (UMID) compliant card (photocopy). In the
absence of a UMID-compliant card, ANY TWO of the cards allowed by BSP
Circular No. 608, series of 2008 may be used.

You may refer to this list valid identification cards at https://dict.gov.ph/pnpki-
individual-certificate/

o Phone number (mobile and/or landline);

o Email address owned by the individual or authorized by the owner for use by
the subscriber;

o Latest copy of a bill containing the address of the applicant where the PIN,
which will be used to activate a digital certificate, shall be mailed; and

o Consent to verify and share the information submitted.
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STEP 4: Submit the Application Form

e Send the Application Form to info.pnpki@dict.gov.ph with the scanned copy of the
supporting documents.

STEP 5: Verification and Affixing Signature

o If verified completely, the DICT PNPKI Team will schedule a video conference call for
identity verification and presentation of original supporting documents.

o Affix the signature on the Application Form (pages 4 and 2) during the video
conference call.
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[ 1 hereby agree that | have read and the provi of the sA that all provided and
submitted in relation to this application is true and correct to the best of my that | am duly to make this I
that | consent to the subscriber agreement and will abide by the same; that | accept the publication of my certificate information. +
| authorize and expressly give consent to the National PKI through its authorized representative(s) to verify my personal information from
whatever source it deems appropriate.
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e 7.0 Term and Termination
@ This agreement shall terminate upon EE’
a) The expiry date of any Digital Certificate issued to the Subscriber s

b) Any failure to comply with any of the subscriber obligations mentioned in this Subscriber Agreement B
8.0 Effect of termination

Upon termination of this Subscriber Agreement for any reason, PNPKI may revoke the Subscriber's Digital Certificate in

accordance with PNPKI revocation procedures [, ]
9.0 CP and CPS Information

The digital certificate contains information provided by the subscriber, which is authenticated by the RA in accordance
<l with the requirements set out in the CA CP and CPS, available for viewing and download at dict.gov.ph/pnpki/. « &
o]
Date: [ ] Place: | ] Name of Applicant: : o
%ignaiura: “
(Please sign in the presence of an administering officer) P

e Submit the signed Application Form to info.pnpki@dict.gov.ph.

STEP 6: Receive the Digital Certificate

o After 2 or 3 business days, an email will be received containing the digital certificate
download credentials.
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Resources

For further information, please read the following resources:

DICT offers PNPKI to gov't offices
https://dict.gov.ph/dict-offers-pnpki-to-govt-offices/

Frequently Asked Questions — PNPKI
https://dict.gov.ph/frequently-asked-questions-pnpki% EF%BB%BF/

PNPKI — Manuals
https://dict.gov.ph/pnpki-manuals/

Department Circular: Philippine National Public Key Infrastructure (PNPKI) Certificate Policy
Version 2.0
https://dict.gov.ph/department-circular-philippine-national-public-key-infrastructure-pnpki-
certificate-policy-version-2-0/

PNPKI Online Application Process Walkthrough Video
https://youtu.be/iygppS2xy6Y

Digitally signed by

Manahan Elson Bautista
Reason: PNPKI Digital
Signature legally

' recognized by R.A. 8792
Date: 2020-05-11 11:20:39
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